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Cyber Security Policy

Policy brief & purpose

The Emmanuel Schools Foundation (ESF) Cyber Security policy outlines our guidelines and provisions for
preserving the security & integrity of our data and technology infrastructure.

The more we rely on technology to collect, store, and manage information, the more vulnerable we become
to security breaches. Human errors, malicious attacks (such as ransomware, denial of service attacks by
‘hackers’) and system malfunctions could cause great reputational and financial damage to our organisation.
The ongoing safety and security of our staff and pupils are also at stake and we have an obligation to govern
the risk posed by information security threats. Schools have always been seen as soft targets for ransomware
attacks and malicious cyber-attacks.

For this reason, we have implemented several security measures and provided detail that may help mitigate
security risks. Access to training and support to enable foundation staff (and pupils) to better understand
how to reduce the potential for ‘human error’ and suitable recovery plans (also known as playbooks) in order
to ensure, should we suffer a significant cyber security breach, we can gain access to our data and maintain
continuity of business.

Our policy is evidence based including, but not limited to, The National Cyber Security Centre, listening to
industry partners experiences and F2F R&D by speaking with other MAT’s who are further along their journey
than ESF.

Scope

This policy applies to all foundation employees, students, governors, trustees, and anyone who has
permanent or temporary access to our systems and hardware. The only exception to this is Multi Factor
Authentication which doesn’t not apply to students, as they cannot access personal or critical information.

Policy elements

Confidential data

Confidential data is information which could be considered valuable and restricted. Common examples are:

e Unpublished financial information

e Student records

e Safeguarding records and details

e Data of customers/partners/vendors

e Patents, formulas, or new technologies

All employees are obliged to protect this data and data like this within our organisation. In this policy, we will
give stakeholders guidance on how to avoid security breaches. As workplace technologies evolve the line
between systems we access at work and the ones we access at home becomes blurred and unclear. We need
to educate all our stakeholders in cyber hygiene and good information security practices — in short ‘Digital
Citizenship’.
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Global considerations

Malicious actors (labelled as Black Hat ‘Hackers’) may be backed, or acting on behalf of, nation states and
may be instruments of government and/or organised crime groups. We need to be mindful of the
vulnerabilities that may slip in hardware and software produced by vendors from states hostile to the United
Kingdom. Good examples of this may be anti-virus software and other security related products such as CCTV
camera systems. Our procurement processes (what we choose to purchase) are also potential openings for
our systems to be weakened or undermined.

Protect personal and company devices

When employees use personal (non-organisational) digital devices to access organisational systems (e.g. user
accounts and email clients), they introduce a security risk to our data. The steps below are automatically
secured and in place when using an ESF issued device. We advise ESF stakeholders to keep their personal
devices up to date and secure. They can do this if they:

. Keep all devices password protected

. Choose, install, and update antivirus software.

. Ensure they do not leave their devices exposed or unattended.

. Install security updates for browsers and systems as soon as updates are available.
. Log into company accounts and systems through secure and private networks only.

Employees should avoid accessing internal systems and accounts from other people’s devices and locations
or making their own devices available to others.

When the IT and Digital Services team deploy new ESF-issued equipment they provide appropriate
instructions for:

e Internal and Remote access to ESF networks, cloud storage and emails

e Advice on what a strong password is

e Guidance on securing the device and user account when the device is left unattended.
e How to use the MFA Dongle

They should follow instructions to protect their devices and refer to the local IT Service Delivery Manager if
they have any questions.

Keep emails safe

Social Engineering attacks are crafted by malicious actors to manipulate our actions. The attacks involve
tricking us into believing that we do something because it is the ‘right thing’ to do. Email messages are ideal
delivery agents for malware (either attached or as part of zero-click ‘drive-by’ attacks) and trick users as the
messages appear to be from individuals or organisations that we would, by nature, trust (e.g HMRC, Google
or Microsoft). Company logos and messages look convincing enough to be the real thing.

Email messages are often used to propagate scams and malicious software (e.g. Malware and links to
malicious software hosted on the internet). The risk here is that our users may be tricked into giving up their
usernames and passwords (information used to authenticate a user’s access to our systems — this trickery is
known as phishing or whaling attacks). Often messages may have links within them and attachments such
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as documents or spreadsheets that look, prior to clicking on, convincing). To avoid virus infection or data
theft, we instruct employees to:

e Avoid opening attachments and clicking on links when the content is not adequately explained
(e.g. “watch this video, it's amazing.”)

e Be suspicious of clickbait titles (e.g. offering prizes, advice.)

e Check email and names of people they received a message from to ensure they are legitimate.

e Look for inconsistencies or give-aways (e.g. grammar mistakes, capital letters, excessive
number of exclamation marks.)

e Ask yourself — Would this associate of mine usually write in this style? Are they using slang or
informalities in their writing that do not ‘feel’ right? Was | expecting an email from them with
the subject and attachment?

If an employee isn’t sure that an email, they received is safe, they can refer to the local IT and Digital Services
Team, via a service ticket with a screenshot of the suspicious email.

Management of access to ESF user accounts.

There has been a significant increase in recent years of incidents where UK Multi Academy Trusts have been
subjected to significant cyber-attacks and as such the standards detailed below are designed to minimise the
potential security risk exposure to ESF from such an attack and from the unauthorized use of Trust systems.

MFA — Multi Factor Authentication

This policy provides an additional layer of protection as detailed by NCSC and as required for users with access
to sensitive information by the 2022 DFE Cyber Standards.

e All adults who have an ESF user account and are currently engaged by ESF are required to install the
Microsoft Authenticator app on a mobile device and this is used for MFA into their ESF network
account.

e When a user who is subject to MFA attempts to log into an ESF system protected by MFA (by entering
their username and password in the traditional way), the system will challenge them by requesting
they enter the two-digit number provided in the app. If they provide the correct numerical
combination, the system will provide them with access. Failed attempts will be handled via the
Service delivery team and are subject to the steps contained within the ESF Service Delivery
Framework.

e Aspart of our AUP, users are reminded that they are responsible for the prompt reporting lost device
or a change of device, both which require their MFA process to be reset.

Passwords

MPFA authentication will still require the user to enter their unique password in order to access the network
and as such users are regularly reminded of the importance of the passwords they create.

Password leaks are dangerous since they can compromise our entire infrastructure. Not only should
passwords be secure so they cannot be easily hacked, but they should also remain secret.
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With this in mind our password policy (for all users except those in EYFS, and Key Stage One) requires users:

To create passwords with at least eight (suggest 10) characters (including capital and lower-
case letters, numbers and symbols)

Where a new password is needed, the new password cannot be the same as the previous
password

For users in EYFS, and Key Stage One the local service delivery team will allocate a single and unique password
foreach user, and the class teacher will provide input to students through their computing curriculum focusing
on the importance of passwords.

In addition to this we would advise users to follow the guidance below when creating a password:

Remember passwords instead of writing them down. If employees need to write their
passwords, they are obliged to keep the paper or digital document confidential and destroy it
when their work is done.

Avoid picking easily identifiable (dictionary) words or phrases — for example Birthdays,
Children’s Names, football teams etc

Avoid using the same password for a range of different work and personal services.

Transfer data securely

Transferring data introduces a serious and significant security risk. Users must:

Avoid transferring sensitive data (e.g. Student data, sensitive organisational information) to
other devices or accounts.

Use encryption tools to protect data on ESF issued USB devices.

Avoid emailing sensitive data as an attachment and use the ‘share’ and ‘within my
organisation’ settings within Office 365.

Avoid sending data via surface mail/courier (e.g. on USB storage media).

Share confidential data over the company network/ system and not over public Wi-Fi (for
example the type you may find in a coffee shop, train or hotel).

Ensure that the recipients of the data are properly authorised people or organisations and
have adequate security policies.

Report scams, privacy breaches and hacking attempts

The IT and Digital services team need to know about scams, breaches and malware so they can better protect
our infrastructure. For this reason, users MUST report perceived attacks, suspicious emails or phishing

attempts using the IT Service Desk. We have an organisational responsibility to investigate promptly, resolve

the issue and send a foundation wide alert when necessary.

The Central IT and Digital Services team are responsible for advising employees on how to detect scam emails.

We encourage our users to reach out to them with any questions or concerns.

Additional measures

To reduce the likelihood of security breaches, we also instruct our users to:

Turn off their screens and lock their devices when leaving their desks.



e Report lost, stolen or damaged equipment as soon as possible to your line manager and your
local IT Network Manager.

e Change all account passwords at once when a device is stolen.

e Report a perceived threat or possible security weakness in company systems.

e Refrain from downloading suspicious, unauthorised or illegal software on their company
equipment.

e Avoid accessing suspicious websites.

e Avoid signing up for Saa$S apps without prior permission from the IT and Digital Services Team.

We also expect our employees to comply with our acceptable use, e-safety, and social media policies.
Our network infrastructure managers should:

e Install firewalls, anti-malware software and access control alongside authentication systems.
e Arrange for security training to all employees.

e Inform employees regularly about new scam emails or viruses and ways to combat

e Investigate security breaches thoroughly.

e Follow these policy provisions as other employees do.

Our organisation will present a professional and prepared security stance to protect information.

Remote and hybrid connections to ESF Digital Systems

When connecting to ESF systems from offsite (e.g Staff and students at home) Users must follow this policy’s
instructions. As a user will be accessing ESF organisational digital services and systems from a distance, they
are obliged to follow all data encryption, protection standards and settings, and ensure their private network
is secure and it is recommended that these connections are made using an ESF device, where one is provided.
Where a device is not provided to the user, it is the users responsibility to ensure they have appropriate cyber
security safeguards installed (anti-virus software and personal firewall for example).

We encourage users to seek advice from the local IT and Digital Services team should they be unsure in the
recommendations made here.

Disciplinary Action

We expect all our users to maintain an awareness of the importance of ensuring our organisational systems
are secure and that we all have a responsibility to maintain the safety and security of our digital
infrastructure. It is an expectation that as a user of ESF digital systems this policy is followed. Users who cause
security breaches may face disciplinary action. Exemplar disciplinary action is detailed below

e First-time, unintentional, small-scale security breach: A low-level verbal reminder of security
importance for staff/consequence and detention for student.

e Intentional, repeated, or large-scale breaches (which cause severe loss of service/financial
impact or other damage): Significant disciplinary action for staff/Suspension or permanent
exclusion for students.

Additionally, users who are observed to disregard the cyber security policy will face progressive discipline,
even if their behaviour hasn’t resulted in a security breach.
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Take security seriously

All those who interact with ESF digitally should feel that their data is safe. The only way to gain trust is to
proactively protect our systems and data. We can all contribute to this by being vigilant and keeping cyber
security at the forefront of our minds.

How does ESF Secure our Digital Systems and Network Infrastructure

The IT and Digital Services central and local teams take the security of our digital systems and infrastructure
very seriously. The team have an acute awareness of the impact a cyber breach or attack could have on our
ability to maintain continuity of education and business.

Security Measures

Within our current infrastructure we have the following security measures in place to ensure we have placed
relevant barriers between the organisation and would be attackers

e Password Policy

e  Multi Factor Authentication

e User system authentication with organisational usernames and passwords

e Web monitoring software — to identify and block potentially harmful sites

e Network Connection protocols — to identify and authenticate devices connecting to our network
e Complex Firewall to block incoming threats

e Acceptable usage policy for our internetworked systems

Data Back ups

As a foundation we back up our data infrastructure each night into three sperate locations — this includes a
full back up for our Microsoft Office 365 Cloud infrastructure. The backups are held at our data centre in
Chester-Le-Street, onsite at Emmanuel College and the third backup is a remote virtual backup, which
includes a firebreak between our internal systems and the backup. The nature of the firebreak removes any
vulnerability a ransomware style attack might present.

Our restoration from backup testing indicates that we could restore the most critical services (web, MIS
access, Phone Systems) within 2 hours. A full data restore could take up to two weeks.

Training and Awareness

As detailed earlier in this policy document, the IT and Digital Services team are active in both providing and
engaging with training in the field of cyber security.

The service delivery team are currently engaged in a cycle of CPD which will ensure all team members have
current and up to date cyber security professional learning, and within the team we currently have two senior
members of staff engaging with a substantive level 7 qualification in the field of cyber security.

This link provides on demand training for teaching staff from the National Cyber Security Centre, with a
certification of attendance which can be logged within an employee’s professional learning file. In addition,


https://www.youtube.com/watch?v=pP2VKWSagE0
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there is also a PowerPoint Presentation which can be used for Face-to-Face Delivery — again with
certification on completion. For completeness this will be paired with on demand training from the
National College which can be targeted at specific groups of users.

In addition, the IT and Digital Services team are working across the trust to raise an awareness of the
importance of cyber security and you may see, or have already seen resources from the link below shared in

your school.

National Cyber Security Centre — Education Awareness Cards

Work with Partners

As an organisation we are actively engaging with external partners to test our existing security measures, this
includes:

e Working with partners who provide our current cyber security infrastructure to ensure it is up to date
and future proof.

e  Working with partners who provide our data back up to make sure we are using and developing both
current, up to date and future proof systems.

e Developing connections with new to market organisations when they present opportunities to
develop and potentially enhance our cyber security infrastructure.

e Engaging yearly with external penetration testing of our current security systems to check the
security levels we currently have in place and adapt them as necessary.

This policy should be read in conjunction with:

e ESF Data Protection Policy
e ESF E-safety Policy
e ESF Acceptable Use Policy

e ESF Social Media policies


https://www.ncsc.gov.uk/files/NCSC_NEN%20cards_PRINT-2.pdf

